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Identification method of application based on characteristics of traffic

Hiroomi ISOZAKI Chie OGAWA* Kojiro SHIOTSUKI! Shinei YAMAMOTO?
Yuki KANO? Shigenori WADAY

Abstract

In recent years, the lot of applications using the network are increasing. For this reason, security on the network are emphasized.
Major security is to filter traffic by IP address or port number. But applications using unfiltered port numbers are increasing. So
it is dificult to filter these applications. Generally, in order to identify and filter applications, it is best way to browse the contents
of traffic. However, privacy protection issue remains.

Therefore in this research, we pay attention to the fact that traffic behaviors differ in the same way as the content of traffic
differs depending on the application. Then we characterize the traffic behavior based on application. Finally we examine some
threshholds to identify applications without browsing the contents of traffic.

Key words: Bursty flow, Pakct inter arival time, Behavior of Application
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